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The Self-Operating Napkin

The professor walks in his sleep, strolls through a cactus
field in his bare feet, and screams out an idea for self-
operating napkin.

As you raise spoon of soup (A) to your mouth it pulls
string (B), thereby jerking ladle (C) which throws cracker
(D) past parrot (E). Parrot jumps after cracker and perch
(F) tilts, upsetting seeds (G) into pail (H). Extra weight in
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pail pulls cord (I) which opens and lights automatic cigar
lighter (J), setting off sky-rocket (K) which causes sickle (L)
to cut string (M) and allow pendulum with attached nap-
kin to swing back and forth thereby wiping off your chin.

After the meal, substitute harmonica for the nap-
kin and you’ll be able to entertain the guests with a
little music.
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PREFACE

The modern world offers a lot of readily available online resources for learning. Wikipe-
dia, Google, news sources, millions of websites and blogs, even YouTube, offer access to
information in nearly any subject that triggers your curiosity and interest. Nonetheless, we
continue to believe that for deep understanding of something, nothing beats the integrated
approach and focus of an old-fashioned printed-on-paper textbook. Well—maybe the e-book
equivalent, but, still, a textbook.

When you open a new book, in any subject, the first thing you would usually want to
know is what the book has to offer that makes it worth your while to read it. We would like
to try to help you answer that question for the book that you’re holding in your hand or on
your tablet.

The information systems and technology fields are wonderfully exciting places to be! It
seems as though every day brings new developments that alter the ways we create and work
with information. Of course, with this excitement comes a challenge. To be a successful
player in IS or IT, we have to be adaptable and flexible.

Much of the change occurs around computer system technology. The computer is, after
all, at the foundation of information systems. A deep understanding of computer systems is,
therefore, an essential element of success. We must be able to understand each new devel-
opment, assess its value, and place it in the context of our knowledge of computer systems.

The subject of this book is the architecture of computer systems. Computer architec-
ture is about the structure and operation of digital computers and computer-based devices.
Computer architecture is concerned with the operational methods of the hardware; with the
services provided by operating system software; with the acquisition, processing, storage,
and output of data; and with the interaction between computer-based devices.

There is a tendency for people in information systems and technology to neglect a study
of computer architecture. After all, the technology changes so rapidly—is it really worth try-
ing to understand something that may be out of date by the time you finish this book? There
is no question that computer technology has evolved rapidly. The computer in a smartphone
is far more powerful than the mainframe computer of twenty-five years ago, with mem-
ory, disk and flash storage capacity, display and multimedia capability, and ease of use that
would have been unthinkable just a few years ago. Even more important, connecting sys-
tems to work together is now routine and simple.

Interestingly enough, however, as profound as advances in the technology have been,
the concepts of computer architecture that really matter have changed only nominally over
the last seventy or eighty years. The new technologies are based on a foundation of architec-
tural concepts that were developed many years ago. The architecture of a modern computer
system was developed in the 1940s. The instruction set in a modern personal computer or
smartphone is nearly identical to that of computers built in the 1950s and 1960s. Modern
operating system techniques were developed in the 1960s. The graphical user interface is
based on a 1960s’ project. The Internet is built from concepts developed more than fifty
years ago.

So you see that an understanding of computer architecture makes it possible to “ride the
wave” of technological change, secure in the feeling that you are equipped to deal with new
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developments as they occur, and to have fun doing so. When you are done reading this book,
you will have substantial knowledge about how a computer works and a good understand-
ing of the operating concepts, the hardware, and system software that make up a computer.
You will see the interaction between computers and between data and the computer. Plus,
you will have learned lots of jargon that you can show off at parties and job interviews.

This textbook is designed for a wide range of readers, both undergraduate and graduate.
The material is specifically directed toward IS and IT majors. There are no explicit prereq-
uisites, although the book assumes that the student is familiar with a personal computer.
It also assumes (but does not require) some basic programming skills: although there is no
programming in the book, program code is occasionally used as an example to clarify an
idea, and a knowledge of programming is helpful at understanding instruction set design
and program execution concepts. The material in this textbook conforms to the criteria of
the IT infrastructure courses and core concepts, as described in the ACM and AIS standard
IS2010 and IT2017 curricula, together with proposed updates in 2020. Although the mate-
rial in this book may be useful as background for system design and implementation project
courses, the course can be placed anywhere in the curriculum.

Most instructors will not cover the entire textbook in a single semester. The organization
of this book is designed to allow an instructor to cover the major topic areas in different lev-
els of depth, depending on the experience and needs of the students. On the other hand, it
is my intention that this book will serve a student as a useful reference long after the formal
course is completed. It is designed for use as a book where a professional can look up the
basic concepts that clarify new developments as they occur.

This text is the outgrowth of courses that Professor Englander taught to CIS majors and
minors at Bentley University at both the undergraduate and graduate levels for more than
thirty-five years. Professor Wong joined the Bentley CIS Department as a colleague in 2001
and is now teaching in the Computer Science department at Worcester Polytechnic Institute.
Student responses to the material and the approach have generally been very enthusiastic.
Many students have returned after graduation to tell us that their knowledge in this area has
directly contributed to their career development. Along the way, student comments have
also been extremely helpful to us in the book’s continuing evolution.

Those familiar with previous editions will notice that the organization of recent edi-
tions has undergone continual update and revision to reflect current technological practices
and trends. In particular, the sixth edition reflects the trend toward universal connectiv-
ity among a wide variety of computer-based devices. Thus, there is an increased empha-
sis on the integration and synergy of the various components of the computer system and
on the system concept as a whole. Still, the basic philosophy, organization, and approach
remain essentially similar to those of the first edition, reflecting the unchanging nature of
the underlying principles.

Organization of the Sixth Edition, Noting Changes from Previous
Editions

The biggest challenge for us as the authors of this book has been to preserve the guiding
principles established in the first edition, while reflecting the major changes in the way
computers are used, in the rapid deployment of new technology, and in the resulting evolu-
tion of IS/IT curriculum to reflect those changes. The sixth edition is a substantial, though
incremental, update to previous editions. It reflects the rapid growth in the use of tablets
and smartphones as important computing devices. The material on networking has been
substantially reorganized. Still, users of previous editions will find that much of the material
is familiar; after all, the way in which computers are used in IS/IT may have changed, but
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the basic guiding principles of computer architecture are essentially the same as they have
been for many years.

This book is organized into five parts totaling nineteen chapters, plus four additional
supplementary chapters that are posted on the Web. The first part serves as an introduction
and overview of the role of the computer in information systems; it introduces the concept
of a system and provides a brief introduction to each of the components that make up a
modern computer system. Each of the remaining four parts deals with a single architectural
aspect of the computer system.

Part 2 discusses the role and representation of data in the computer. Here, we con-
sider numbers, text, sound, images, video, and other data forms. Part 3 presents the hard-
ware architecture and operational concepts. It introduces the components of a computer
and shows how they collaborate to execute computer instructions, discusses the nature of
a computer instruction set, and explores the interaction between the CPU, memory, and
I/O peripheral devices. Part 4 presents a thorough introduction to the basics of computer
networking and culminates with a survey of the major types of modern networked com-
puter systems. Part 5 discusses the system software, the programs that function to make the
resources of the computer system, and other interconnected computer systems and compo-
nents, accessible to the user and to application programs.

The approach within each group of chapters is layered. Each new layer builds upon the
previous material to add depth and understanding to the reader’s knowledge. Each topic
section consists of a short introduction that places the topic to be discussed into the con-
text of the computer system as a whole and then lays out in detail the organization of the
chapters within the section. Each topic area is introduced as gently as possible, using ideas
and examples that are already familiar to students. In addition to the numerous examples
that are used throughout the text, the supplementary chapters offer substantial case studies
that show application of the text material to current examples of importance. Overall, the
approach is gentle, progressive, and accumulative. As much as possible, each section is self-
contained.

An overview of the organization of each part follows. A few comments about the differ-
ences between the fifth and sixth editions are included for those who are familiar with the
previous edition. More details can be found in the introductions to each section.

Part 1 consists of two chapters that present a short overview of computing and place
architectural concepts into the context of information technology. Chapter 1 introduces the
components of a computer system and shows the relationships among the components.
In the new edition, we have assumed that today’s students are more familiar with com-
puter technology and terminology than previous generations, so there is less introduction of
“IT101”-type material than that found in earlier editions. Chapter 1 also presents a simple
model of computing and discusses the importance of standards and protocols in the devel-
opment of computer systems. This chapter concludes with a short history of computers from
the architectural point of view. Chapter 2 focuses on the concepts of systems, models, and
a brief introduction to system architectures. The subsections of Section 2.2 dealing with
distributed processing systems and their accompanying examples have been moved to a new
Chapter 15 that gathers together all of the related topics on modern networked comput-
ing systems.

Chapters 3 through 5 comprise Part 2. Chapter 3 introduces number systems and basic
number system operations; it then explores the relationships between numbers in differ-
ent number bases and the conversion techniques between the different representations.
Hexadecimal numbers are now treated as just another base. As a result, the treatment of
hexadecimal numbers in Section 3.5 has been distributed among the other chapter sec-
tions. Chapter 4 investigates different types of data formats, including alphanumeric, image,
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video, and audio formats. It considers the relationship between numerical and character-
based representations. Chapter 5 studies the various formats that are used to represent and
to perform calculations on integer and floating point numbers.

Part 3 discusses the hardware architecture and operational aspects of the computer.
Chapter 6 begins the study with the introduction of the Little Man Computer, a simple model
that provides a surprisingly accurate representation of the CPU and memory. The model is
used to develop the concept of an instruction set and to explain the basic principles of the
von Neumann architecture. Chapter 7 extends the discussion to a real computer. It intro-
duces the components of the CPU and shows their relationship to the Little Man Computer
model. It explains the operation of memory, presents the instruction fetch—execute cycle,
and discusses the instruction set. It identifies important classes of instructions and discusses
the ways in which instructions can be categorized. The ARM instruction set is offered as an
illustration of a typical current CPU model. Discussion of buses has been moved to Chap-
ter 9, “Input/Output and Buses”.

Chapter 8 expands the material in Chapter 7 to consider more advanced features of the
CPU and memory. It offers an overview of various CPU architectures. It continues with a
discussion of techniques for improving memory access, particularly cache memory, and an
introduction to current CPU organization, design, and implementation techniques, includ-
ing pipelining and superscalar processing. This chapter also introduces multiprocessing (or
multicore, in current terminology) concepts.

Chapter 9 presents the principles of I/O operation, including a discussion of buses,
which was previously found in Chapter 7. Chapter 10 illustrates how I/O is performed in
various I/O devices.

Chapter 11 views the computer system as a whole. It discusses the interconnection
techniques and integration of the various hardware components. Chapter 11 examines
modern systems, including mobile systems, and System-on-a-Chip concepts. Topics in
Chapter 11 that addressed the interconnection of computers to increase the performance
and reliability of a computer system such as clustering, supercomputing, and grid comput-
ing have been moved to a new Chapter 15 that unifies discussion of networked comput-
ing systems.

Three supplementary chapters on the Web provide additional resources to support the
chapters in Part 3. Supplementary Chapter 1 (SC1) offers an introduction to Boolean alge-
bra, combinatorial logic, and sequential logic for those readers that would like a deeper
understanding of the computer in its simplest and most elegant form. Supplementary Chap-
ter 2 (SC2) offers three detailed case studies of important architectures: the Intel x86 family,
the POWER computer, and the IBM zSystem. As of this writing, this supplement is currently
being updated. Supplementary Chapter 3 (SC3) discusses alternative approaches to instruc-
tion addressing.

Part 4, Chapters 12-15, presents a thorough introduction to networking.

Chapter 12 introduces the concept of a communication channel and explores its charac-
teristics and configurations. This includes the communication channel model, the concept
of links, packets, basic channel characteristics, network topology, types of networks (LAN,
MAN, etc.), and basic network interconnection and routing.

Chapter 13 focuses on the passage of data packets through a network, concentrating
on Ethernet and TCP/IP network technologies. Section 13.1 introduces the concept of lay-
ered communication, utilizing both the TCP/IP and OSI models. Section 13.2 describes the
differences between program applications and network applications. Following these two
sections, the next three sections carefully describe the process of moving packets, one layer
at a time, from the bottom up. Sections 13.6 and 13.7 explain IPv4 and IPv6 addressing and
DHCP, and DNS, respectively. Quality of Service and network security are briefly introduced
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in Sections 13.8 and 13.9. The chapter concludes with a discussion of alternative protocols,
including a comparison of OSI and TCP/IP, as well as brief discussions of MPLS and cellular
technology. Frame Relay and SONET technologies have been removed from the chapter as
faster Ethernet speeds have rendered these technologies obsolete.

Chapter 14 focuses primarily on communication channel technology, including analog
and digital signaling, modulation and data conversion techniques between analog and digi-
tal, and the characteristics of transmission media.

Combining modern computer systems with network technologies, Chapter 15 is a new
chapter that aims to present a unified and systematic exploration of the different types
of networked computer systems. These systems include traditional ones such as clusters,
client-server computing, peer-to-peer computing, supercomputing, and grid computing, as
well as newer networked systems such as storage area networks (SANs), Web-based comput-
ing, and cloud computing. The chapter also includes examples of two modern networked
architectures, those of Google and Facebook, previously found in Chapter 2.

Part 5 is dedicated to a discussion of system software. Chapter 16 provides an overview
of the operating system. It explains the different roles played by the operating system and
introduces the facilities and services provided. Chapter 17 presents the role of the operating
system from the viewpoint of the user of a system. The sixth edition offers new screenshots
of Windows 10, macOS, and recent versions of iPhone and Android mobile phones. Chap-
ter 18 discusses the all-important topic of file systems. Chapter 19 discusses the operat-
ing system as a resource manager, with an in-depth discussion of memory management,
scheduling, process control, network services, and other basic operating system services.
The chapter also includes an introduction to virtual machines and hypervisors. In addition
to its hardware discussions, Supplementary Chapter 2, when completed, will also provide
current Windows, UNIX/Linux, and z/OS case studies.

A fourth supplementary chapter provides an introduction to the system development
software that is used for the preparation and execution of programs.

This book has been a continuing labor of love. Our primary goal has been to create and
maintain a textbook that explains computer architecture in a way that conveys to you, the
reader, the sense of excitement and fun that we believe makes a career in information sys-
tems and technology so satisfying. We hope that we have succeeded to some extent.

Additional Resources

Additional resources for students and instructors may be found at the textbook’s website,
www.wiley.com/Englander6e. We can also be reached directly by e-mail at ienglander@
bentley.edu and wwong2@wpi.edu. Although we are happy to communicate with stu-
dents, we are unable to supply tutorial help or answers to review questions and exercises in
this book.
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supported, and cajoled me into making this book as useful as humanly possible. Continuing
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AN OVERVIEW OF
COMPUTER SYSTEMS

A computer-based information system is made up of a number of different elements:

» The data element. Data is the fundamental representation of facts and observations. Data
is processed by a computer system to provide the information that is the very reason for
the computer’s existence. As you know, data can take on a number of different forms:
numbers, text, images, video, and sounds. But it’s all numbers in the computer.

« The hardware element. Computer hardware processes the data by executing instructions,
storing data, and moving data and information between the various input and output
(I/0O) devices that make the system and the information accessible to the users.

« The software element. Software consists of the system and application programs that
define the instructions that are executed by the hardware. The software determines the
work to be performed and controls operation of the system.

» The communication element. Modern computer information systems depend on the abil-
ity to share processing operations and data among different computers and users, located
both locally and remotely. Data communication provides this capability.

The combination of hardware, software, communication, and data make up the
architecture of a computer system. The architecture of computer systems is remarkably
similar whether the system is a personal laptop computer, a mobile phone, a PlayStation,
an embedded computer that controls the functions in your car, or a large mainframe
system that is never actually seen by the hundreds of users who access it every day.

Amazingly, the changes in computer technology that you’ve seen in just the last
few years are essentially superficial; the basic architecture of computer systems has
changed surprisingly little over the last sixty years. The latest IBM mainframe computer
executes essentially the same instruction set as the mainframe computer of 1965. The
basic communication techniques used in today’s systems were developed in the 1970s.
As new as it might seem, the Internet celebrated its fiftieth anniversary in 2020. All of
this is surprising considering the growth of computing, the rapid change of technology,
and the increased performance, functionality, ubiquity, and ease of use of today’s sys-
tems. This makes the study of computer architecture extremely valuable as a foundation
upon which to understand new developments in computing as they occur.

Computer system architecture is the subject of this textbook. Each element of the
system is addressed in its own section of the text, always with an eye to the system
as a whole.



An Overview of Computer Systems

Part 1 is made up of two chapters that present an overview of systems and of the
computer system in particular.
Chapter 1 addresses a number of issues, including:

« The ways in which a knowledge of computer architecture enhances our abilities as com-
puter users and professionals

+ A simplified view of typical computer system architectures
+ The basic components that make up a computer system

« The fundamental operations that are performed by computer systems.

Chapter 1 concludes with a brief architectural history of the computer.

An encompassing theme throughout this text is that of systems and system archi-
tecture. The words “system” and “architecture” appear throughout this book: we talk
about information systems, computer systems, operating systems, file systems, software
architecture, I/O architecture, network architecture, and more. You will probably take a
course in System Analysis and Design sometime in your college career.

Although most people have an instinctive understanding of what a system is, it is
more important for us as system professionals to understand the concepts of systems
and system architecture at a deeper level than the average person. Chapter 2 offers care-
ful definitions and examples of the concept of systems, both generally and in the specific
context of the computer systems that are the focus of this book. A brief introduction to
system architecture is presented at the end of Chapter 2, and discussed in much greater
detail in Chapters 11 and 15.
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1.0 Introduction

1.0 Introduction

Welcome to the wonderful modern world of computers. Where the technology changes
daily. Or does it?

It’s true that the computer of today looks nothing like the computer of even five or ten
years ago. It is nearly impossible today to escape the immediate and ubiquitous reach of
computers and computer-based systems and devices. There is probably a smartphone in
your pocket or on your desk. For many of you, your laptop or tablet is sitting nearby as
you read this paragraph. (Or, maybe you’re even reading this paragraph on your tablet or
e-book.) Furthermore, your smartphone probably has more computing power than most of
the computers on the market ten years ago. It fits easily in your pocket or purse. It weighs
less than 1/100 of that old desktop computer and has at least ten times as much memory!

And that’s not all. Your car has several embedded computers controlling various automo-
tive functions, and perhaps a touch screen for hands-free telephone, navigation, the radio,
Internet access, and more. Which is almost unnecessary, because you can probably tell it
what you want verbally anyway. Even your microwave oven and the machine that laun-
ders your clothes depend on computers to function. As you are likely aware, most of these
machines can talk to each other, using Bluetooth, the Internet, or some other networking
technology. (Think IoT, the Internet of Things, as just one example.) Just for fun, Figure 1.1
shows pictures typical of a recent laptop, a 2020 smartphone, and a current embedded com-
puter that controls many functions in your car.

Although the focus of this book is on IT systems, our discussion of computer hardware,
software, and networking applies equally well to workplace computers, tablets, smart-
phones, and, even computers embedded in other devices and equipment. In this figure, we
have three seemingly very different looking pieces of equipment working on different types
of applications. And yet, it’s hopefully obvious to you that these three systems share a lot in
common. They are all computer based. All contain at least one central processing unit (CPU,
some contain more) and memory. All provide a facility for interacting with long-term stor-
age and other devices and with users. What may be less obvious to you is that the programs
that they run are also essentially similar, differing mostly in the details required by the differ-
ent components of the particular system and by the nature of the applications. For example,
systems may have different amounts of memory, different types of displays, different I/O
devices, and different operating systems, as well as running different types of applications
and serving different purposes.

In fact, a modern IT system may contain elements of many different types of systems,
with networking that ties everything together.

When creating an IT system, our concerns are whether the various components provide
the features and performance that the users require. To be an effective designer and user, you
have to understand the specifications, their importance and their meaning; the terminology;
and the jargon. Which features are important to the users? Is this the right combination
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of features that you need in your computer to have the computer perform the work that
you wish to get done? Are there features missing that we need? Perhaps we are paying too
much for the performance that we need. Or maybe we need more. What other information
about this system would allow you to make a more informed decision? There is obviously no
need to understand the inner workings of most modern computer-based systems to operate
them adequately. Indeed, in many cases, the presence of the computer is hidden from us, or
embedded, and its operation is invisible to us as users. We don’t need to know how a com-
puter works to read an e-book.

Even as experienced users, we can run standard software packages on a personal com-
puter or apps on a smartphone without understanding exactly how they work; we can pro-
gram a computer in a high-level or a scripting language without understanding the details
of how the machine executes the individual instructions; we can design and implement Web
pages without understanding how the Web browser gets its pages from a Web server or how
the Web server creates those pages; we can purchase a tablet or a laptop computer from a
salesperson without understanding the specifications of the system.

And yet, there is something missing. Perhaps the software doesn’t do exactly what we
want, and we don’t understand the machine well enough to risk fooling around with the
software’s options. Perhaps if we understood the system better, we might have written and
configured the program to be faster and more efficient. Perhaps we could create Web pages
that load faster and work better. Perhaps the salesperson did not sell us the optimum system
for our job. Or perhaps it’s nothing more than a sense of excitement that’s missing. But that’s
important, too!

You are reading this book because you are a student studying to become a computer
professional, or maybe you are simply a user wanting a deeper understanding of what the
computer is all about. In either case, you know you’ll be interacting with computer systems
in some form or other for the rest of your life. It’s nice (as well as useful) to know something
about the tools of the trade. More importantly, understanding the computer system’s opera-
tions has an immediate benefit: it will allow you to use the machine more effectively.

As a user, you will be more aware of the capabilities, strengths, and limitations of a com-
puter system. You will have a better understanding of the commands that you use. You will
understand what is taking place during the operation of the program applications that you
use. You will be able to make better informed decisions about your computer equipment and
application programs. You will understand more clearly what an operating system is, and
how to use it effectively and to your advantage. You will know when it is preferable to do a
job manually, and when the computer should be used. You will understand the most effi-
cient way to “go online”, and what benefits might be gained from your home network. You
will improve your ability to communicate with system analysts, programmers, and other
computer specialists. You might even save money! Do you really need to pay for 50 GB of
download data on your mobile phone every month? And what is that 50 GB being used for?

As a programmer, it will allow you to write better programs. You will be able to use the
characteristics of the machine to make your programs operate more effectively. For example,
choosing the appropriate data type for a variable can result in significantly faster perfor-
mance. Soon you will know why this is so, and how to make the appropriate choices.

You will discover that some computers will process nested loops much more quickly if
the index variables are reversed. A rather surprising idea, perhaps, and you’ll understand
why this is true.

You will understand why programs written in a compiled language like C++ usually run
much faster than those written in interpreted program languages like BASIC or scripting
languages like JavaScript. Similarly, you’ll see why the basic layout of a program can have a
major impact on the program’s run-time efficiency.



1.0 Introduction

As a systems architect or system analyst, you will be responsible for the design and imple-
mentation of systems that meet an organization’s information technology (IT) needs, recog-
nizing that the differences in the cost and capabilities of the components that you select may
have significant impact on the organization. With the knowledge gained here you will be in
a better position to determine and justify the set of computer system components and the
system architecture that are appropriate for a particular job and to determine the trade-offs
with other possible system architectures.

You’ll be able to assist management in making intelligent decisions about system strat-
egy: should the company adopt a large mainframe/virtual machine system approach for its
Web servers, or would a system consisting of a network of off-the-shelf blade servers provide
better performance at lower cost? You’ll be better prepared to analyze the best way to provide
appropriate facilities to meet the needs of your users. In an era of fast-changing technology,
you’ll be more able to differentiate between simple technological obsolescence that does not
affect the organization’s requirements significantly and major advances that suggest a real
need to replace older equipment. You will understand the trade-offs inherent in the use of
cloud and other remote services.

When selecting computers, you would like to purchase the computers and services that
best meet the needs of the organization’s applications and the users. You must be able to
read and understand the technical specifications in order to compare different alternatives
and to match the system to the users’ needs. This book will teach you what you need to know
to specify and purchase a system intelligently. You’ll know the differences between vari-
ous CPU technologies and the advantages and disadvantages of each. You will learn what
peripheral hardware is appropriate for your organization’s files and the trade-offs between
different file system formats, what is required to build an intranet, and what the speed, size,
and performance limitations of a particular system are. You’ll be able to compare the fea-
tures of macOS, Windows, Chrome OS, and Linux knowledgeably and decide which ones
are important to you. You’ll be able to apply your basic understanding of computers to new
technologies and concepts such as mobile IT, new network protocols, virtual machines and
cloud services as they appear. You’ll learn to understand the jargon used by computer sales-
people and judge the validity of their sales claims.

As a networking professional, you are responsible for the design, maintenance, support,
and management of the networks that connect your computer systems together and provide
the required interfaces to the outside world. You must be able to specify network layouts
that optimize your equipment and network resources. Your understanding of basic network
configurations and protocols will allow you to control and provide sufficient and appropri-
ate access to your users in an efficient manner. This text offers the basic tools as a starting
point to prepare for a career in networking.

As a Web services designer, you must be able to make intelligent decisions to optimize your
Web system configurations, page designs, data formatting and scripting language choices, secu-
rity features, and operating systems to optimize customer accessibility to your Web services.

As a system administrator or manager, your job is to maximize the availability and efficiency
of your systems. You will need to understand the reports generated by your systems and be
able to use the information in those reports to make changes to the systems that will optimize
system performance. You will need to know when additional resources are required, and be
able to specify appropriate choices. You will need to specify and configure operating system
parameters, set up file systems, select cloud services, manage system and user PC upgrades
in a fast-changing environment, reconfigure networks, provide and ensure the robustness of
system security and data backup, and perform many other system management tasks. The
configuration of large systems can be very challenging. This text will give you an understand-
ing of operating system tools that is essential to the effective management of systems.
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In brief, when you complete this book, you will understand what computer hardware and
software are and how programs and data interact with the computer system. You will under-
stand the computer hardware, software, and communication components that are required
to make up a computer system and what the role of each component in the system is.

You will have a better understanding of what is happening inside the computer when
you interact with the computer as a user. You will be able to write programs that are more
efficient. You will be able to understand the function of the different components of the
computer system and to specify the computer equipment and resources you need in a mean-
ingful way. You will understand the options that you have as a system administrator or Web
services or network designer.

In an era in which technology changes extremely rapidly, the architecture of the com-
puter system rests on a solid foundation that has changed only slightly and gradually
over the last sixty years. Understanding the foundations of computer system architec-
ture makes it possible to flow comfortably with technological change and to understand
changes in the context of the improvements that they make and the needs that they meet.
In fact, interviews with former students and with IT executives and other IT professionals
clearly indicate that a deep understanding of the basic concepts presented here is funda-
mental to long-term survival and growth in the field of information technology and IT
management.

This type of understanding is at the very foundation of being a competent and successful
system analyst, system architect, system administrator, or programmer. It may not be nec-
essary to understand the workings of an automobile engine in order to drive a car, but you
can bet that a top-notch race car driver knows his or her engine thoroughly and can use it
to win races. Like the professional race car driver, it is our intention to help you to use your
computer engine effectively to succeed in using your computer in a winning way. The typical
end user might not care about how their computer system works, but you do.

These are the goals of this book. So let’s get started!

1.1 The Starting Point

Before we begin our detailed study of the architecture of computer systems, let us briefly
review some of the fundamental principles, characteristics, and requirements that guide
computer system design and operation. The fundamentals described here apply to comput-
ers in general, regardless of size or purpose, from the smallest embedded device to the larg-
est mainframe computer.

In a simple scenario, you use your tablet, laptop, or desktop personal computer to word
process a document. You probably use a pointing device such as a mouse or stylus or finger
to move around the document and to control the features of the word processor software
application, and you use a keyboard or touch screen to enter and modify the document text
data. The word processor application program, together with your document, appears on a
screen. Ultimately, you might print the document on a printer. You store the document on a
solid-state drive (SSD), disk, flash drive, or some other storage device.

The fundamentals of a typical computer system are readily exposed in this simple exam-
ple. Your pointing device movements and clicks and your text data entry represent input
to the system. The computer processes the input and provides output to the screen, and,
perhaps, to a printer. The computer system also provides a storage medium of some sort,
usually an SSD or a hard disk, to store the text for future access. In simplest terms, your
computer receives input from you, processes it, and outputs results to the screen. Your input
takes the form of commands and data. The commands and programs tell the computer how
to process the data.
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Now consider a second, slightly more complex example. Your task in this example is to
access a Web page on the Internet. Again, your input to the computer is via keyboard and
pointer control device. When you type the Web page URL, however, your computer sends
a message to another computer that contains Web server software. That computer, in turn,
sends a Web page file that is interpreted by the browser on your computer and presented
on your screen. You are probably already aware that Hypertext Transfer Protocol (HTTP) is
used as a standard for Web message exchanges.

The elements of this example differ only slightly from the first example. Your command
inputs tell a Web browser software application on your computer what processing is to take
place; in this case, your desire to access a Web page. The output from your computer is a
message to a Web server on the remote computer requesting the data that represents the
Web page. Your computer receives the data as input from the network; the Web browser
processes the data and presents the Web page output on the screen. Figure 1.2 illustrates the
layout for this example.!

The major differences between this and the first example are the source of the input data
and the fact that the second example requires network connectivity between the two com-
puters. Instead of the keyboard, the input data to be processed by your Web browser comes
from a communication channel. (Note that the exact nature of the channel is not important
for this discussion.) In both cases, your computer receives data input to process, and control
input, usually HTML or XML, that determines how the data is to be processed, performs the
processing, and provides output.

These two examples contain all of the key elements found in any IT system, large or small.

« An IT system consists of one or more computer systems; multiple computer systems are
connected together using some type of network interconnectivity. As a matter of necessity,
network interfaces must conform to standard agreements, known as protocols, for mes-
sages to be understood by both computers during a message exchange between a pair
of computers. The network itself can take on a variety of forms, provided that the inter-
face requirements are met, and are determined by such characteristics as performance,
convenience, and cost.
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g \ Page Request Page Request 4
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URL -~ -~
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file file

FIGURE 1.2 Typical Web Browser Application Use

'The cloud in the image refers to the network connection that makes communication possible between the two com-
puters, rather than the computing services delivered over the Internet known as cloud computing.
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FIGURE 1.3 A
Computer Process
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« The work performed by an individual computer system within the IT system can be char-

acterized by input, processing, and output. This characterization is often represented by
the input-process-output (IPO) model shown in Figure 1.3. Storage is also repre-
sented within this model. Alternatively, storage can be interpreted as output to be saved
for use as future input. Storage is also used to hold the software programs that determine
the processing operations to be performed. The ability to store programs and data on a
temporary, short-term, or long-term basis is fundamental to the system. In Chapter 2,
Section 2.2, and Chapter 15, we will show that all IT systems can ultimately be charac-
terized by the same basic IPO model at all levels, from a single computer to a complex
aggregation of computers, although the complexity of large systems may obscure the
model and make it more difficult to determine the actual inputs, outputs, and processing
operations. The IPO model provides an important basic tool for system analysis and
design practices.

« The components of an individual computer system consist of processing hardware, input

devices, output devices, storage devices, application software, and operating system
software. The task of the operating system software is to provide overall control of the
individual system, including management of input, output, and file storage functions.
The medium of exchange, both with users and between computers within a larger
system, is data. (Note that the messages between computers in the second example are
a form of data.) Figure 1.4 is a simple illustration of computer systems embedded in a
larger IT system.

Figure 1.5 summarizes the basic operations that are performed during computer pro-

cessing. These operations, in turn, can be reduced to the primitive operations that are
also familiar to you from your understanding of programming languages. The primi-
tive processing operations common to high-level programming languages are shown in
Figure 1.6.

1.2 Components of the Computer System

As noted in the previous section, there are three components required for the implementa-
tion of a computerized input-process—output model:

1. The computer hardware, which provides the physical mechanisms to input and
output data, to manipulate and process data, and to electronically control the various
input, output, and storage components.

2. The software, both application and system, which provides instructions that tell the
hardware exactly what tasks are to be performed and in what order.
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® |nput/output
® Basic arithmetic and logical calculations

= Data transformation or translation (e.g., program compilation, foreign
language translation, file updating)

= Data sorting
® Searching for data matches
= Data storage and retrieval

= Data movement (e.g., movement of text or file data to make room for
insertion of additional data)

FIGURE 1.5 Basic Computer Operations

= |nput/output (including file storage and retrieval)
= Arithmetic and logical assignment statements
= True/false decision branching (IF-THEN-ELSE or IF-GOTO)

= L oops and/or unconditional branching (WHILE-DO, REPEAT-UNTIL,
FOR, GOTO)

FIGURE 1.6 Basic High-Level Language Constructs

3. The data that is being manipulated and processed. This data may be numeric, it may
be alphanumeric, it may be graphic, or it may take some other form, but in all cases, it
must be representable in a form that the computer can manipulate.

In modern systems, input entry, output display, and storage of the data and software used
for processing often take place at a location different from the computer where the actual
processing occurs. In many installations, actual processing is distributed among computer
systems, with particular results passed to the individual systems that require them. There-
fore, we must also consider a fourth component:

4. The communication component, which consists of hardware and software that trans-
port programs and data between interconnected computer systems.

The hardware and system software components make up the architecture of the com-
puter system. The communication component connects individual computer systems
together to form an organizational system architecture. The data component and also the
application software, while fundamental to the operation of the computer system, are sup-
plied to the computer system by the user or vendor, rather than being a part of the architec-
ture of the computer system itself. (It is useful to note, however, that application software
and data structure are often considered as part of the overall system architecture when one
considers the architecture from the perspective of the organization. We explore this issue in
Chapter 15, Section 15.3. Note, however, that the focus of this book is primarily on computer
system architecture, rather than on organizational system architecture.)
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The Hardware Component

The most visible part of the computer system is obviously the hardware that makes up the
system. Consider the computer system upon which you write and execute your programs.
You use a keyboard or touch screen and a pointing device to provide input of your program
text and data, as well as for commands to the computer. A display screen is commonly used
to observe output. A printer is frequently available as an alternative output to the screen.
These are all physical components.

Calculations and other operations in your program are performed by one or more central
processing units (CPUS), or “cores” inside the computer. Memory is provided to hold your
programs and data while processing is taking place. Other I/O devices, such as an SSD, disk,
and SD plug-in cards, are used to provide long-term storage of your program and data files. Data
and programs are transferred between the various I/O devices and memory for the CPUs to use.

The CPUs, memory, and all the input, output, and storage devices form the hard-
ware part of a computer system. The hardware forms the tangible part of the system. It is
physical—you can touch it, which is what the word “tangible” means. A typical hardware
block diagram for a computer is seen in Figure 1.7. In addition to the I/O devices shown in
this diagram, Figure 1.8 lists some other I/O devices that are frequently seen as part of com-
puter systems. The diagram in Figure 1.7 actually applies equally well to large mainframe
computers, small personal computers, cell phones, and tablets, and even devices with com-
puters embedded in them, such as automobiles, smart doorbells, and home voice recogni-
tion devices. Large and small computers differ primarily in the number of cores, the amount
of memory, speed, capacity, and the selection of I/0O devices provided. The basic hardware
components and design are very similar.
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Page and document scanners

RFID and NearFieldCommunication readers

TV and radio tuners

GPS receivers

Cellular and Bluetooth communication technology

SD, SmartCard, etc. card readers

Fingerprint readers

Graphics tablets

Other mobile devices: accelerometers, gyroscopes, etc.

FIGURE 1.8 Other Common Input/Output Devices

Conceptually, a CPU itself is often viewed as a composition of three primary subunits:

1. The arithmetic/logic unit (ALU) where arithmetic and Boolean logical calculations
are performed.

2. The control unit (CU), which controls the processing of instructions and the
movement of internal CPU data from one part of the CPU to another.

3. Theinterface unit, which moves program instructions and data between the CPU and
other hardware components.

(In modern CPUs, the actual implementation is usually modified somewhat to achieve
higher performance, although the basic concepts are carefully preserved. More about that
later, in Chapter 8.)

The interface unit interconnects the CPU with memory and also with the various I/O
modules. It can also be used to connect multiple CPU cores together. In many computer sys-
tems, a bus interconnects the CPU, memory, and all of the I/O components. A bus is simply
a bundle of wires that carry signals and power between different components. In other sys-
tems, the I/0 modules are connected to the CPU through one or more separate processors
known as channels.

The main memory, often known as primary storage, working storage, or RAM (for ran-
dom access memory), holds programs and data for access by the CPU. Primary storage is
made up of a large number of cells, each numbered and individually addressable. Each cell
holds a single binary number representing part of a data value or part of an instruction. The
smallest addressable size of the cell in most current computers is 8 bits, known as a byte
of memory. Eight bits of memory can only hold 256 different patterns, so neighboring cells
in memory are nearly always combined to form groupings with a larger number of bits. In
many systems, for example, 4 bytes of memory combine to form a 32-bit word. Modern
computers address memory at least 4 bytes (a “32-bit” computer) or 8 bytes (a “64-bit” com-
puter) at a time to take advantage of larger instruction and data groupings.

The amount of primary storage determines the maximum number of instructions and
data words that can be loaded into memory from a peripheral device at one time. For
example, a computer with 8 gigabytes (GB), actually 8,589,934,592 bytes,?> of memory
would not be able to execute a program that requires 9.7 GB for its instructions and data
unless some means is provided within the computer to load the program in sections as
each section of the program is needed.

21 kilobyte actually equals 1024 bytes. Thus, 1 MB = 1024 X 1024 = 1,048,576 bytes X 8192 = 8,589,934,592 bytes.
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The amount of primary storage provided in a typical computer has increased rapidly as
computer technology improves. Whereas 64 kilobytes (KB) of memory was considered a
large amount in 1980, even the least expensive personal computers today usually have 8
gigabytes (GB) of memory or more. Large computers may provide many terabytes of pri-
mary storage. There are programs on the market that require hundreds of megabytes (MB)
or gigabytes (GB) of memory to execute. The inexpensive availability of increased amounts
of memory has allowed the design of very sophisticated programs that would not have been
possible just a few years ago.

The same is true for secondary storage. Even small personal computers provide long-term
storage using hard disks or solid-state storage devices with storage measured in hundreds or
thousands of gigabytes. The storage of images and video, in particular, requires tremendous
amounts of storage capacity. It is not uncommon to see systems providing tens or hundreds
of trillions of bytes (specified as terabytes) of long-term storage.

The instructions that form a particular program are stored within the primary storage,
then brought into the CPU and executed. Conceptually, instructions are brought in and exe-
cuted one at a time, although modern systems overlap the execution of instructions to some
extent. Instructions must be in primary storage in order to be executed. The control unit
interprets each instruction and determines the appropriate course of action.

Each instruction is designed to perform a simple task. Instructions exist to perform basic
arithmetic, to move data from one place in the computer to another, to perform I/0, and
to accomplish many other tasks. The computer’s power comes from the ability to execute
these simple instructions at extremely high speeds, measured in billions or trillions of
instructions executed per second. As you are already aware, it is necessary to translate high-
level language programs into the language of the machine for execution of the program to
take place. It may require tens, hundreds, or even thousands of individual machine instruc-
tions to form the machine language equivalent of a single high-level language statement.
Program instructions are normally executed sequentially, unless an instruction itself tells
the computer to change the order of processing. The instruction set used with a particular
CPU is part of the design of the CPU and cannot normally be executed on a different type
of CPU unless the different CPU was designed to be instruction set compatible. However,
as you shall see, most instruction sets perform similar types of operations. As a result, it
is possible to write programs that will emulate the instruction set from one computer on
a computer with a different instruction set, although a program written for the original
machine may execute slower on the machine with the emulator.

The data that is manipulated by these instructions is also stored in memory while
being processed. The idea that the program instructions and data are both stored in
memory while being processed is known as the stored program concept. This impor-
tant concept is attributed primarily to John von Neumann, a famous computer scientist.
It forms the basis for the computer architecture that is standard to nearly every exist-
ing computer.

The Software Component

In addition to the hardware requirement, your computer system also requires software.
Software consists of the programs that tell the computer what to do. To do useful work, your
system must execute instructions from some program.

There are two major categories of software: system software and application software.
System software helps you to manage your files, to load and execute programs, and to
accept your commands. The system software programs that manage the computer are col-
lectively known as an operating system, and differ from the application programs, such
as Microsoft Word or Facebook or Zoom or the programs that you write, that you normally
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FIGURE 1.9
Simplified
Operating System
Block Diagram

run to get your work done. Windows, Linux, macOS, iOS, and Android are the best known
current examples of an operating system. Others include UNIX and IBM z/OS.

The operating system is an essential part of the computer system. Like the hardware, it is
made up of many components. A simplified representation of an operating system is shown
in Figure 1.9. The most obvious element is the user interface that allows you to execute
programs, enter commands, and manipulate files. The user interface accepts input from a
keyboard and, in most modern systems, a mouse, touch screen, or other pointing device.
The user interface also does output presentation on the display. On some systems, the output
display might be simple text, but more likely the display includes a graphical user interface
with a windowing system, and various gadgets for manipulating the windows.

The operating system’s application programming interface (API) acts as an interface
for application programs and utilities to access the internal services provided by the oper-
ating system. These include file services, I/O services, data communication services, user
interface services, program execution services, and more.?

Many of the internal services are provided by the kernel module, which contains the
most important operating system processing functions. The remaining services are provided
by other modules that are controlled by the kernel. The kernel manages memory by locating
and allocating space to programs that need it, schedules time for each application to execute,
provides communication between programs that are being executed, manages and arranges
services and resources that are provided by other modules, and provides security.

The file management system allocates and manages secondary storage space and trans-
lates file requests from their name-based form into specific I/O requests. The actual storage

User
Application
program
User
interface
Application programming
interface
File
management Kernel
system
1/0 Network
drivers module
Hardware Network

3The same term (API) is also used to describe the services provided by one application to another. For example, Amazon
and Google are among many companies whose application software provides API tools to allow users to extend the func-
tionality of the original software.



1.2 Components of the Computer System

and retrieval of the files is performed by the I/O drivers that comprise the I/O component of
the operating system. Each I/O driver controls one or more hardware devices of similar type.

The network module controls interactions between the computer system and the
network(s) to which it is attached.

Traditionally, the operating system software has nearly always been stored on a hard disk,
but on some smaller modern systems, especially lightweight laptops and embedded systems
such as cell phones, tablets, and e-books, a solid-state drive or SD card is normally used
instead. On a few systems the operating system is actually provided as a network or cloud-
based service when the system is turned on. In either case, the bootstrap or IPL (Initial
Program Load) program in the operating system is stored within the computer using a type
of memory known as ROM, or read-only memory. The bootstrap program provides the
tools to test the system and to load the remainder of the operating system from the disk or
network. Although the physical medium where the software is stored can be touched, the
software itself is considered intangible.

Together, the hardware and system software provide a working computer system environ-
ment. Application software, communication support, and user data complete the picture.

The Communication Component

Very few modern computers or computer-based devices operate independently. Instead,
they are usually designed to interact with other computers. To work together, computers
must have means to communicate with each other through a communication connection
of some sort. The computers may be located physically close to each other, or they may be
separated, even by thousands of miles. The communication component requires both hard-
ware and software to achieve this goal. Additional hardware components physically connect
computers together into multiprocessing systems, or clusters, or networks, or, via telephone,
satellite, microwave, Internet, or other network technology, to computers at other remote
locations. A communication channel provides the connection between computers. The
channel may be a wire cable, a fiber-optic cable, a telephone line, a wireless technology, or
some combination of these. Examples of wireless technologies include infrared light, cellu-
lar phone, satellite, Wi-Fi, and Bluetooth. Special I/O hardware, consisting of a device such
as a cellular modem or network interface card (NIC) within the computer, serves as an
interface between the computer and the communication channel. There may be additional
hardware within the channel itself.

The communication component also requires additional software within the operat-
ing system of each computer to make it possible for each computer to understand what
the other computers that they are connected with are saying. This software establishes
the connections, controls the flow of data, and directs the data to the proper applica-
tions for use.

The Computer System

To review, our general description of the computer is valid for all general-purpose com-
puter systems, and also for most devices with computers embedded in them, regardless of
brand name, usage, or size. In more general terms, every computer system consists of at
least one CPU, where all the processing takes place; memory to hold the programs and data
while they are being processed; and some form of I/0O, usually one or more keyboards, touch
screens, pointer devices, and flat-screen display devices. Computer systems also include
one or more forms of long-term storage, usually hard disks or solid-state storage, but also
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FIGURE 1.10 IBM
System z15 T01 Main-
frame Computer

possibly network (“cloud”) storage, optical disks, and USB or SD plug-in memory. Most
modern computer systems provide more than one CPU (or “core”) within the computer
system. A single CPU can process only one instruction at a time; the use of multiple CPUs
can increase processing speed by allowing instructions that do not affect each other to be
executed in parallel.

The validity of our general description is true regardless of how complex or simple the
computer system may seem.

As a specific example, the large z15 T01 IBM mainframe computer shown in Figure 1.10
can provide complex Web services to thousands of users at a time. IBM z15 mainframes can
have as many as 190 CPUs working together, with a minimum of 512 GB up to 40 terabytes
(TB) of primary storage. They are capable of executing instructions at rates of up to hun-
dreds of billions of instructions per second! The powerful z/OS operating system can keep
track of hundreds or thousands of simultaneous users and divides the time among them
to satisfy their differing requirements. In addition to the CPU, there are many large I/O
devices—including tape drives and high-speed printers—and disks and solid-state devices
that store essentially unlimited amounts of data. The biggest version of this computer alone
weighs over 6000 pounds/2800 kilograms!

In contrast, the Apple iPad tablet shown in Figure 1.11 is designed for personal use. Eve-
rything is self-contained in one hand-held package. This system only has 3 GB of primary
RAM storage and operates at a small fraction of the speed of the z15. Long-term storage is
limited to 128 GB of solid-state memory. The entire system, complete with display screen,
built-in webcams, multiple network connections, including an optional cellular connection,
and battery, weighs about 1.1 pounds (0.49 kilograms, if you prefer).

Although these two systems seem very different, the difference is actually one of mag-
nitude and application, not of concept. The large system operates much faster, can support
much more memory, and handles more input and output much faster. It has operating sys-
tem software that allows many users to share this larger resource. Nonetheless, the funda-
mental system architecture is remarkably similar in both cases. Even the actual processing
performed by the CPU is similar.

In fact, today’s CPU operates in the same fundamental way as its CPU counterpart of
sixty years ago, even though the construction is very different. Since computers all operate
so similarly, regardless of size or type, it is not difficult today to transfer data between these
different systems, allowing each system to do part of the processing for higher overall effi-
ciency. This concept is known as distributed computing. The fact that different types of
computers can work together, share files, and communicate successfully is known as open
computing. Communication technology fulfills the requirements that make open and dis-
tributed computing possible and convenient.
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Computers are sometimes divided into categories: mainframe computers, midsized serv-
ers, workstations, personal desktop and laptop computers, and mobile computing devices,
but these categories are less significant than they once were. The capability of today’s smart-
phone far exceeds the capabilities of a mainframe computer of years ago. Indeed, it is not
uncommon to see workstations that are being used as though they were midsized servers,
or even small mainframes. Rather than attempting to categorize a particular computer, it
is usually more productive to describe its capabilities in comparison to other systems being
discussed or considered.

1.3 The Concept of Virtualization

The word “virtual” appears frequently throughout the computer literature in many dif-
ferent contexts. To name a few applications of the word that appear in this text, there are
virtual computers, a Java Virtual Machine (JVM), virtual memory, and virtual networks.
Sometimes, a synonymous word, logical, is used instead: in networking we have logical
connections. Virtual storage consists of a relationship between logical memory and physi-
cal memory.

It is not important at this point that you understand any of the specific concepts men-
tioned above. (In fact, we realize that you probably don’t.) Since the words virtual and logical
represent a number of important concepts in IT, however, we introduce them here.

In optics, a virtual image is the reflection that you see when you stand in front of a regu-
lar mirror. (See, for example, the cartoon at the beginning of Chapter 19.) You know that
the image isn’t real. For one thing, it’s behind the wall that the mirror is mounted on. For
another, you can’t touch it. Another example that might be familiar to you is virtual reality,
the technology that allows people to see and interact with things that aren’t there. In early,
time-shared computing, a large central computer commonly supplied computing services to
users at terminals located remotely from the computer. In a sense, it seemed as though the
user had access to a computer that was all her own. Starting in the early 1970s, IBM offered
the VM (virtual machine) operating system to support this concept. (The centralized time-
sharing approach is similar, in some ways, to today’s cloud computing—one of the goals of
this text is to convince you that many of today’s “new and exciting” technologies are simply
reworkings of ideas that have been around for a long time!)

The American Heritage Dictionary offers two applicable definitions of virtual that together
describe the usage of the word in modern computing:

« existing or resulting in essence or effect though not in actual fact, form, or name;

« created, simulated, or carried on by means of a computer or computer network.

FIGURE 1.11
Apple iPad
Tablet Computer
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In essence, virtual and logical are used to refer to something that appears as though
it is something different. Thus, the Java Virtual Machine uses software to simulate a real
computer that works well with the Java programming language, even though the actual
computer executes a different set of instructions than the JVM. A logical connection in net-
working offers the appearance of a direct communication link for passing data between two
computers, even though the actual connection might involve a complex series of intercon-
nections involving many computers and other devices and a variety of software to make it
all look simple. The virtualization of a computer allows a single computer to appear as a
multiplicity of computers, each with its own operating system and hardware resources. A
single mainframe set up as a cloud service might provide hundreds or thousands of virtual
computers to users all over the world.

1.4 Protocols and Standards

Standards and protocols are of great importance in computer systems. Standards are agree-
ments among interested parties, often manufacturers, to assure that various system compo-
nents will work together interchangeably. Standards make it possible to build a computer
with components from different suppliers, for example, knowing that a graphics card will
plug properly into a connector on a motherboard and that the image representations will be
consistent between the connector, the CPU, memory, and the display monitor.

Standards apply to every aspect of computing: hardware, software, data, and communica-
tions; the voltage of a power supply; the physical spacing of pins on a connector; the format
of a file; and the pulses generated by a mouse. Computer language standards, such as Java
and SQL, allow programs written on one type of computer to execute properly and consist-
ently on another, and also make it possible for programmers to work together to create and
maintain programs.

Similarly, data format and data presentation standards, such as the PNG and JPEG image
format standards, the Unicode text format standard, and the HTML and XML Web pres-
entation standards, allow different systems to manipulate and display data in a consist-
ent manner.

Standards can arise in many different ways. Many standards occur naturally: a propri-
etary data format, belonging to a single vendor, becomes a de facto standard due to the popu-
larity of the product. The PDF print description language is an example of such a standard.
The format was designed by Adobe Corporation to provide a way of communicating high-
quality printed output between computers and printers. Other standards are created because
of a perceived need in an area where no standard exists.

Often a committee will form to investigate the requirements and create the standard.
The MPEG-2 and MPEG-4 standards, which establish the means for the transmission and
processing of digital video images, occurred in this way. The committee that designed the
standard, made up primarily of motion picture engineers and video researchers, continues
to develop the standard as improved techniques evolve. The JPEG photographic standard
and MP3 and MP4 sound standards are other examples of standards that were developed
formally. Similarly, each version of HTTP has been formalized after many years of discus-
sion by parties interested in Web communication. A nonstandard protocol or data format
is limited in use to its supporters and may or may not become a standard, depending on its
general acceptance. For example, DVD videos encoded in the proprietary DVD-ROM format
will play on some DVD players, but not on others.

Protocols define the specific agreed-upon sets of ground rules that make it possible for a
communication to take place. Except for special applications, most computers perform their
operations such that each hardware or software computer unit will understand what other



